Tripwire’s integrated suite of
products build on their core
capabilities to deliver critical
capabilities for breach detection
and remediation, and address
nearly every compliance
standard—PCI DSS, NIST,
FISMA, NERC, HIPAA, ISO/IEC
27002, DISA, SOX and many
others.

EXECUTIVE BRIEF

How Tripwire helps
with Compliance

Keep up with the shifting compliance landscape to,
and get the trustworthy guidance you need

Compliance efforts tend to follow a cycle of crisis-driven audit

preparation, audit, findings, remediation and retesting. In addition,

there’s the challenge of managing the cost of achieving and sustaining

compliance for multiple regulatory requirements. IT management must

figure out a new, more effective approach to meeting their compliance

goals while building an information security program that better

mitigates security risk.

By using the right combination of tools,
processes and technology, the infor-
mation security manager will no longer
continually react to and manage the

audit preparation crisis du jour. Instead,

they will institute and rely upon regu-
lar, defined activities to complete the
heavy lifting of preparing for successful
audits long before they occur.

COMPLIANCE
CHALLENGES

How Tripwire Helps

Tripwire solutions provide:

» Built-in compliance policies—
Compliance policies and regulations
change constantly. You need
compliance policies that keep up
with that change through regularly
updated content and built-in
remediation guidance.
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Audit-ready reporting—Avoid
surprises and inform the C-Suite.

HOW TRIPWIRE HELPS

High Cost and Effort
of Compliance

Tripwire solutions help IT organizations reduce the resources required
for audit preparation and liaising with auditors. Tripwire gives IT the

ability to proactively discover and manage configuration changes

that can lead to non-compliance. Tripwire enables proactive deci-
sion-making by assessing configuration settings against regulatory
requirements and actively monitoring systems to ensure they maintain

compliance.

Demonstrating the
Effectiveness
of IT Controls

Tripwire provides a single, verifiable audit trail, giving you the proof
required to verify compliance. With Tripwire, you're provided sophisti-
cated reporting from automatically generated audit reports that give

auditors the information they need to complete both quarterly and
annually required validation.

Increased Risk Due to

Tripwire Enterprise monitors and reports on every change made across
No Visibility of Change the data center regardless of source. It detects and reconciles unau-
thorized change and non-conforming configurations to enable proactive
management of security and compliance exposures.

FOUNDATIONAL CONTROLS FOR
SECURITY, COMPLIANCE & IT OPERATIONS



Give management and auditors

the confidence they need with
system-generated reports that show
evidence of compliance testing and
results, remediation and exception
management.
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Total visibility into all change—
Track every change made across
the infrastructure regardless of the
source.
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Detection and validation of change—
Expose unauthorized changes through
reconciliation with expected changes.
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Remediation of non-conforming
change—Alert appropriate parties
to take corrective action and trigger
remediation of configurations that
don’t conform to policy.
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Reduce the cost of compliance

with automation—Automate the
assessment of IT controls and provide
built-in remediation guidance to
reduce costs and assist in more
quickly and efficiently correcting non-
compliant settings.
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Additional Resources

Automated, Continuous
PCI Compliance for
Secure Cardholder Data

Tripwire solutions help you meet the file
integrity monitoring, logging and
vulnerability assessment requirements
of the PCI DSS, then extend even further
by continuously analyzing changes to
verify if they are authorized and
compliant. https://tripwire.me/PCISB

What's Good for Security
is Good for Compliance

At their root, the goal of any compliance
mandate is to protect systems and
data, and therefore an organization’s
customers and their data. That's why
you can compare multiple compliance
regulations that contain technol-

ogy components and find common
requirements.

REGULATIONS & GUIDELINES
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This white paper provides an overview
of hot-button compliance mandates and
the common controls and requirements
that these regulations share. It then
describes how Tripwire solutions—
alone, or integrated—help meet and
prove compliance with many of require-
ments of these and other mandates.
https://tripwire.me/GoodSecGoodComp

Five Critical Steps of a Complete
Security Risk and Compliance
Lifecycle

Maintaining security and compliance in
today’s ever changing environment is a
never ending task. To manage that task,
the most successful companies adopt a
systematic approach that promotes con-
tinuous improvement. Tripwire worked
with its most successful customers to
develop a five-step security risk and
compliance lifecycle. https://tripwire.
me/CompLifecycle
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Whether you have one or several regulatory initiatives to respond to, Tripwire ensures compliance and provides flexible risk

management solutions.

Tripwire is the trusted leader for establishing a strong cybersecurity foundation. We protect the world's

systems safe. Learn more at tripwire.com

leading organizations against the most damaging cyberattacks, keeping pace with rapidly changing tech
complexities to defend against ever-evolving threats for more than 20 years. On-site and in the cloud, our
diverse portfolio of solutions find, monitor and mitigate risks to organizations’ digital infrastructure—all
without disrupting day-to-day operations or productivity. Think of us as the invisible line that keeps

The State of Security: News, trends and insights at tripwire.com/blog
Connect with us on LinkedIn, Twitter and Facebook
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